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PAGE 2 — WELCOME  

Welcome  

This guide is part of the ASC Safe Access prevention programme.  

Its purpose is to help individuals and families better understand how 

modern online scams  

operate and how to recognise early warning signs before harm 

occurs.  

This guide does not accuse, investigate, or judge anyone.  

It exists solely to support awareness, calm decision-making, and 

personal safety.  

You are free to use this guide at your own pace.  

You may cancel your access at any time.  

 

 

 

 

 

 

 

 

 

 

 



 

 

PAGE 3 — WHAT THIS GUIDE IS (AND IS NOT)  

What this guide is  

An educational prevention resource  

A practical overview of current scam patterns  

A calm and non-judgemental safety guide  

Designed for everyday situations  

What this guide is not  

It is not law enforcement  

It is not a replacement for police or banks  

It does not track, monitor, or investigate individuals  

It does not guarantee protection  

The goal is awareness, not fear.  

 

 

 

 

 

 

 

 

 

 



 

 

PAGE 4 — HOW MODERN SCAMS WORK  

How modern scams work  

Modern scams rarely start with obvious warning signs.  

They often begin with:  

friendly conversation  

emotional connection  

shared interests  

slow trust-building  

Scammers adapt their behaviour based on reactions.  

They observe hesitation, curiosity, and emotional responses.  

The most common strategy is pressure combined with urgency.  

Understanding this pattern early can prevent significant harm.  

 

 

 

 

 

 

 

 

 

 



 

 

PAGE 5 — CORE PRINCIPLE  

The core principle  

When something feels rushed, secretive, or emotionally charged —  

pause first.  

Most scams succeed not because of lack of intelligence,  

but because of emotional pressure applied over time.  

Slowing down is one of the strongest forms of protection.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

PAGE 6 — PAUSE • VERIFY • BLOCK  

Pause • Verify • Block  

Pause  

Do not act immediately, regardless of urgency.  

Verify  

Check identities, claims, and requests independently.  

Block  

If uncertainty remains, disengage without explanation.  

This framework protects both emotions and finances.  

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

PAGE 7 — VERIFY (DETAIL)  

Verify  

Verification means checking information outside the conversation.  

Do not rely on:  

screenshots  

forwarded messages  

profile descriptions  

emotional explanations  

Instead:  

search independently  

check official websites  

compare information from multiple sources  

If someone discourages verification, delays it, or reacts emotionally 

to it, this is a strong  

warning sign.  

Verification is not mistrust.  

It is a standard safety habit.  

 

 

 

 

 



 

 

PAGE 8 — BLOCK (WHEN NECESSARY)  

Block  

Blocking is not rude.  

Blocking is not an accusation.  

Blocking is a protective boundary.  

You should consider blocking when:  

pressure continues after hesitation  

requests escalate emotionally or financially  

explanations become inconsistent  

verification is avoided  

You do not owe explanations.  

You do not need closure.  

Disengaging early prevents further emotional or financial harm.  

Closing sentence (recommended under Page 8)  

Blocking is often the final and safest step when clarity cannot be 

achieved. 

 

 

 

 

 

 



 

 

 

PAGE 9 — BEHAVIOURAL RED FLAGS 

Behavioural red flags 

 

Scams are often revealed not by what is said, 

but how it is said. 

 

Pay attention to behaviour patterns, especially when they repeat 

over time. 

 

Common behavioural warning signs include: 

 

Urgency or time pressure 

 

Requests for secrecy 

 

Emotional escalation 

 

Repeated requests for money or assistance 

 

Sudden changes in tone or story 

 



Avoidance of verification 

 

Attempts to isolate you from others 

 

No single sign proves a scam. 

However, multiple signs together indicate increased risk. 

 

Trust patterns, not promises. 

 

 Short reminder line (recommended) 

 

Behaviour matters more than explanations. 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

PAGE 10 — AI & DEEPFAKE BASICS 

AI and deepfake basics 

 

Artificial intelligence is increasingly used to generate text, images, 

voices, and videos. 

 

This technology can be misused to: 

 

create fake profiles 

 

imitate real people 

 

generate convincing messages 

 

simulate emotional responses 

 

AI-generated content often appears polished, consistent, and 

emotionally engaging. 

 

Common warning signs include: 

 



scripted or repetitive responses 

 

vague answers to specific questions 

 

mismatched personal details 

 

refusal of live verification 

 

Technology may evolve, but human behaviour patterns remain 

consistent. 

 

When uncertainty remains, returning to the Pause • Verify • Block 

principle is essential. 

 

Short reminder line (recommended) 

 

If something feels artificial or inconsistent, trust the signal. 

 

 

 

 

 

 

 



 

 

 

PAGE 11 — MONTHLY SAFETY CHECKLIST 

Monthly safety checklist 

 

Use this checklist regularly. 

It is designed to reinforce safe habits and awareness. 

 

Before engaging online, ask yourself: 

 

Am I being pressured to act quickly? 

 

Is there a request for secrecy? 

 

Is emotion being used to influence decisions? 

 

Are details consistent and verifiable? 

 

Is verification discouraged or avoided? 

 

Have payment requests escalated? 

 

If uncertainty remains: 



 

pause 

 

verify independently 

 

disengage if necessary 

 

No guide replaces personal judgment. 

This checklist supports clarity and calm decision-making. 

 

Closing line (recommended) 

 

Confidence grows through awareness, not fear. 


